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I. Introduction & Executive Summary 

 
The record shows overwhelming opposition to the Commission’s FNPRM and the 

proposals within it, specifically the proposed monitoring of Lifeline subscribers’ data usage and 

the proposed elimination of the ability of eligible telecommunications carriers (“ETCs”) to offer 

free handsets to Lifeline participants. The record also shows there is an urgent need for the 

Commission to protect Lifeline subscribers’ privacy and digital security.  

First, commenters strongly urge the Commission to uphold its duty to best protect the 

privacy of Lifeline subscribers. Qualifying low-income consumers who are eligible for and 

subscribe to Lifeline should not have to make the choice between privacy and access to 

communications services necessary for modern-day health care, education, employment, 

financial, and government services. 

Second, the record reflects strong opposition to the Commission’s proposal to monitor 

the data usage of Lifeline subscribers. Commenters argue that the proposal would threaten the 

privacy of program participants and is unnecessary in protecting the integrity of the program. 

The proposal to monitor Lifeline participants’ data usage is not only unnecessary and invasive 

but also insults the dignity of qualifying subscribers and would likely deter participation in the 

program and lead to an even deeper digital divide.  

Third, the record shows there is strong opposition to the Commission’s proposed ban on 

ETCs offering applicants and subscribers free handsets. Public interest groups, wireless 

companies, industry organizations, rural advocates, and others criticized this proposal, which 

would worsen the digital divide and increase burdens on consumers who need the subsidy to 

acquire broadband access. The proposal runs contrary to the goal of universal service and the 

underlying goal of the Lifeline program to ensure qualifying low-income Americans have access 
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to necessary modern-day communications services. Consumers cannot use the phone and 

broadband services their Lifeline subsidy provides them without handsets. The record shows 

there is broad consensus that ETCs should still be able to offer handsets free of charge to 

qualifying subscribers. 

II. The Record Demonstrates a Clear, Urgent Call for the Commission to Protect Lifeline 
Subscribers’ Privacy and Security 

 
OTI is pleased to see that other commenters have similarly reiterated the Commission’s 

duty to adopt practices that best protect the privacy of Lifeline subscribers. Those who qualify 

for and subscribe to Lifeline should not have to trade privacy for access to communications 

services that are modern-day necessities. The Commission’s current proposal for lengthy data 

retention by ETCs would violate this principle and should be rejected. In addition, the 

Commission should take steps to protect Lifeline subscribers from an invasion of their privacy 

by unwanted apps automatically downloaded onto handsets provided to them for free by Lifeline 

ETCs.1 We argued that the Commission should not respond to such practices by preventing 

providers from handing out free handsets and other material benefits for Lifeline subscribers, but 

to address these issues as privacy violations.  

The Electronic Privacy Information Center’s (EPIC) recommendation that the 

Commission forbid ETCs from installing unwanted apps on Lifeline subscribers’ phones 

provides an appropriate solution that would prohibit practices violating the privacy and security 

                                                
1 Thomas Brewster, “US Funds Program With Free Android Phones For The Poor - But With Permanent 
Chinese Malware,” (January 9, 2020), https://www.forbes.com/sites/thomasbrewster/2020/01/09/usfunds-
free-android-phones-for-the-poor---but-with-permanent-
chinesemalware/?ss=cybersecurity#134de642abab. 
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of subscribers without taking away benefits affiliated with the program.2 EPIC also suggested 

that the Commission not require carriers to retain detailed subscriber usage records, which could 

introduce too broad a level of data retention for the purpose of demonstrating ETC compliance 

with the usage requirement.3 As they point out, implementing data minimization policies is in 

line with Fair Information Practice Principles implemented by the OECD Privacy Guidelines, 

which were endorsed in 1980 by the United States and other countries. The Commission’s 

current suggestion that ETCs maintain usage records, EPIC stresses, contradicts the FIPPs and 

OECD Privacy Guidelines as the ETCs would collect and retain more information than necessary 

for the specified purpose of the Lifeline program.4 Keeping such records would also only reveal 

more sensitive information about potentially vulnerable populations, and would force Lifeline 

subscribers to be open to regular government surveillance to continue receiving benefits.  

III. The Record Shows Strong Opposition to the Proposed Monitoring of Lifeline 
Subscribers’ Data Usage 

 The record shows there is strong opposition to the Commission’s proposal to monitor the 

data usage of Lifeline subscribers, with commenters arguing that the proposal would threaten the 

privacy of program participants and is an unnecessary change to achieve the Commission’s 

stated goal of combating waste and fraud. 

 The Commission’s proposal to monitor Lifeline participants’ data usage would threaten 

the privacy of the low-income consumers the program is designed to benefit. As EPIC notes, 

minimizing data collection is “essential to the basic structure of privacy law.”5 OTI agrees with 

                                                
2 Comments of the Electronic Privacy Information Center, WC Docket No. 17-287 (January 27, 2020) at 
5 (“Comments of EPIC”). 
3 Comments of EPIC at 7-8. 
4 Comments of EPIC at 6-7. 
5 Comments of EPIC at 6. 
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EPIC: “The FCC should not require ETCs to maintain detailed data usage records on individual 

consumers. ETCs should only store the minimum amount of personal data necessary to confirm 

eligibility and compliance with the program requirements… Cell phones reveal more sensitive 

information than landlines.”6 This information is extremely sensitive, and requiring carriers to 

collect this data and report it to the Commission would be deeply invasive and leave Lifeline 

subscribers’ privacy at risk. EPIC underscores this danger: “As a result of this proposed rule, 

detailed personal data about the Internet browsing habits of Lifeline subscribers would be 

available to ETCs and to FCC staff. This requirement would chill the ability of economically 

disadvantaged Americans… to access information that is vital to their health, well-being, safety, 

and education.”7 

OTI agrees with the National Hispanic Media Coalition (NHMC) that the proposal to 

track Lifeline subscriber usage data “is fundamentally out of touch” and is likely to deter 

participation in the program and worsen the digital divide.8 Smith Bagley notes that in the 

company’s experience, customers are “highly resistant to federal government intrusions. Putting 

aside the question of who would install the app and how, customers might avoid using the app 

for fear of having their location tracked.”9 NHMC also argues, “Asking some of the most data 

vulnerable populations to be subjected to internet usage tracking in order to salvage the stability 

of the program that provides the very access to said internet service is wildly unethical.”10 OTI 

agrees with the Low-Income Consumer Advocates that the proposal is “paternalistic” and “seems 

                                                
6 Comments of EPIC at 6-7. 
7 Comments of EPIC at 8. 
8 Comments of the National Hispanic Media Coalition, WC Docket No. 17-287, WC Docket No. 11-42, 
WC Docket No. 09-197 (Jan. 27, 2020) at 6 (“Comments of NHMC”). 
9 Comments of Smith Bagley, Inc., WC Docket No. 17-287, WC Docket No. 11-42, WC Docket No. 09-
197 (Jan. 27, 2020) at 3 (“Comments of Smith Bagley”). 
10 Id. 
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to disregard the dignity of struggling, low-income individuals and runs the risk of deterring 

participation in Lifeline by the very consumers who need broadband connectivity to access the 

economic promise of the information age.”11 

The Commission does not need to monitor the data usage of subscribers to protect the 

integrity of the Lifeline program. As TracFone and GCI note, existing rules tailored to eliminate 

“non-users” from the program should assuage any concerns about waste or fraud and further 

action is unnecessary.12 Smith Bagley notes that “the existing Lifeline document retention rules 

are both sufficient to ensure accountability and flexible enough to accommodate variations in 

carrier systems.”13 Both Smith Bagley and GCI highlight the fact that this proposed monitoring 

would impose excessive burdens on subscribers.14  

Further, the proposed monitoring of subscribers’ data usage would not actually help 

detect any waste and fraud that the Commission argues is present, and would instead only punish 

the very people the Lifeline program is designed to benefit. OTI agrees with EPIC that the 

proposal would not even offer an effective solution to identify and address waste and fraud: 

“While the Commission hypothesizes that detailed data usage records might ‘reveal any trends 

that reveal indications of potential usage fabrication,’ there is no evidence that subscriber data 

would actually detect fraud by ETCs. Indeed, if the concern is that ETCs are fabricating usage 

                                                
11 Comments of National Consumer Law Center, on behalf of its low-income clients and the Low-Income 
Consumer Advocates, Asian Americans Advancing Justice, AAJC, Benton Institute for Broadband & 
Society, Center for Rural Strategies, Common Cause, National Hispanic Media Coalition, Next Century 
Cities, Pennsylvania Utility Law Project, on behalf of its low income clients, Public Utility Law Project 
of New York United Church of Christ, OC, Inc., WC Docket No. 17-287, WC Docket No. 11-42, WC 
Docket No. 09-197 (Jan. 27, 2020) at 12 (“Comments of Low-Income Consumer Advocates”). 
12 Comments of TracFone Wireless Inc., WC Docket No. 17-287, WC Docket No. 11-42, WC Docket No. 
09-197 (Jan. 27, 2020) at 12 (“Comments of TracFone”); Comments of GCI Communication Corp., WC 
Docket No. 17-287, WC Docket No. 11-42, WC Docket No. 09-197 (Jan. 27, 2020) at 4 (“Comments of 
GCI”). 
13 Comments of Smith Bagley at 3. 
14 Comments of Smith Bagley at 3; Comments of GCI at 5. 
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data, then the Commission should not rely on any usage data collected by the ETCs to attempt to 

detect fraud.”15 If the Commission is truly concerned about data usage compliance, it should not 

be punishing qualifying low-income consumers who rely on this program for purported offenses 

by the carriers.  

IV. The Record Shows Strong Opposition to the Proposed Ban on Free Handsets 

 
 The Commission’s proposal to ban ETCs from offering free handsets has been widely 

criticized and strongly opposed by public interest groups, wireless companies, industry 

organizations, and rural advocates. The proposal would worsen the digital divide, dampen 

participation in the program, and run contrary to the universal service mandate that is embedded 

in the laws that created the Lifeline program and the Commission itself. The phone and 

broadband service that Lifeline providers offer through the program are impossible to use 

without handsets, and the record reflects broad consensus that ETCs should still be able to offer 

handsets free of charge to qualifying subscribers.  

A. The Proposed Handset Ban Would Worsen the Digital Divide 

 
NHMC, Free Press, Smith Bagley Inc,. CTIA, National Consumer Law Center (NCLC), 

on behalf of its low-income clients and the Low-Income Consumer Advocates, Asian Americans 

Advancing Justice, the Benton Institute for Broadband & Society, the Center for Rural 

Strategies, Common Cause, Next Century Cities, Pennsylvania Utility Law Project, and the 

National Lifeline Association - indeed, almost all commenters support OTI and Public 

Knowledge’s concern that the Commission’s proposals to enact a fee or ban free distribution of 

                                                
15 Comments of EPIC at 7. 
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handsets or other devices Lifeline participants need to actually use Lifeline service are in direct 

violation of the Commission’s statutory obligation to provide universal service for all, regardless 

of their means. These proposals will only serve to exacerbate inequities in access to the internet 

rather than improving this problem. Further, as Free Press notes, the Commission offers no 

evidence to defend why this proposed elimination of free handsets would be necessary or 

effective.16 

Lifeline subsidies do not apply to handsets, and companies have been offering them for 

free without program support. So, this practice does not impose any burdens on funding for the 

Lifeline program. Allowing ETCs to continue this practice is critical to increasing participation 

in the program, since the costs of buying a phone, which would be out of pocket for the 

subscriber, could be enough to deter them from participating in Lifeline. Lifeline participants at 

or below 135 percent of the poverty line already struggle with costs for other important basic 

needs like food, healthcare, clothing, and school supplies; requiring that they pay an additional 

fee for the devices they need to actually utilize Lifeline service undermines the purpose of the 

Lifeline program, which is to ensure universal service. As NHMC reiterated, such a fee makes it 

even more difficult for those stuck in the cycle of poverty and institutional systemic racism to 

access a resource that is critical to economic mobility and opportunity, furthering the digital 

divide between the haves and the have-nots.17  

The National Lifeline Association (NaLA) has further pointed out that the Commission 

must reject this proposal since it has previously rejected such specious arguments that 

subscribers only value their Lifeline service to the extent that they have “skin in the game.” 

                                                
16 Comments Free Press, WC Docket No. 17-287, WC Docket No. 11-42, WC Docket No. 09-197 (Jan. 
27, 2020) at 25-26 (“Comments of Free Press”). 
17 Comments of NHMC at 7. 
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Requiring that those eligible for Lifeline also pay for handsets which were previously available 

for free would make Lifeline unaffordable and inaccessible for the many who are already 

disadvantaged. ETCs frequently offer incentive plans with free handsets for other customers.18 

Leveraging a fee on just Lifeline participants relegates them to “second-class” service since there 

is no reason that Lifeline eligible subscribers should be required to pay a separate handset fee 

when other consumers are not.19 NaLa also asked the Commission to consider how this ban on 

free handsets would not only burden low-income consumers, but also ETCs and USAC, who 

would take on additional administrative and logistical tasks to implement this requirement.20  

The Commission’s proposal to impose restrictions on the provision of handsets and other 

devices would punish all low-income consumers, but particularly those on Tribal lands. Smith 

Bagley reminds us that the median household income in the Navajo Nation, for instance, was 

reported in the most recent American Community Survey to be $26,862, less than half that of the 

estimated median family household income nationwide.21 Levying a further financial burden on 

those who qualify for Lifeline is thus especially harmful for those living in Tribal lands. In Smith 

Bagley’s comments, they note that estimates put the average number of Navajo families falling 

below the poverty line in the last year at 35.8%, more than three times the 10.5% of families 

overall within the United States who also fall below the standard.22 Acquiring service becomes 

an even more impossible vision for already disadvantaged Tribal customers if the Commission 

forces them to pay even more out of pocket on hardware that was previously provided to them 

                                                
18 Comments of TracFone at 5-6. 
19 Comments of the National Lifeline Association, WC Docket No. 17-287, WC Docket No. 11-42, WC 
Docket No. 09-197 (Jan. 27, 2020) at 22 (“Comments of NaLa”). 
20 Comments of NaLa at 21. 
21 Comments of Smith Bagley at 4-5. 
22 Comments of Smith Bagley at 6. 



10 

for free. This would also further exacerbate the digital divide, which particularly impacts Tribal 

customers. 

NCLC, with the Low-Income Consumer Advocates, also point out that mandating ETCs 

to charge a fee for a handset or device is unlawful:  

“Such heavy-handed and anti-competitive rate regulation violates each of the 
three elements of Section 332(c)(1)(A):  
● It unjustly and unreasonably discriminates against low-income consumers, as 

carriers are not only free to offer free or subsidized handsets to all other customers 
but they have in fact made it a central element of their business model.  

● It does nothing to protect consumers; it only harms them.  
● Making Lifeline less available to qualified consumers is incompatible with four 

decades of effort to increase connectivity and is thus manifestly contrary to the 
public interest.”23 

  

Again, Lifeline is the only federal program which directly addresses the issue of 

affordability.24 The Commission’s proposals to make acquiring telecommunications service more 

expensive and therefore less available to consumers who already struggle to make ends meet is 

antithetical to the purpose of Lifeline. It is also contrary to the Commission’s mission. The first 

initiative listed on the Commission’s website is “bridging the digital divide for all Americans,” 

which includes the statement that “every American who wants to participate in the digital 

economy should be able to do so.”25 As NHMC duly notes, these proposals to charge Lifeline 

subscribers a minimum fee for previously free handsets and devices would force the most 

vulnerable people in the country onto the wrong side of the digital divide.26 Such fees, NHMC 

emphasizes, discriminate not only against low-income households, for whom cost is the biggest 

                                                
23 Comments of Low-Income Consumer Advocates at 13. 
24 Comments of New America’s Open Technology Institute and Public Knowledge, WC Docket No. 17-
287, WC Docket No. 11-42, WC Docket No. 09-197 (Jan. 27, 2020) at 3. 
25 “FCC Initiatives,” Federal Communications Commission website, (last accessed on Feb. 20, 2020) 
https://www.fcc.gov/about-fcc/fcc-initiatives. 
26 Comments of NHMC at 8. 
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reason for not subscribing to service, but also against other marginalized communities like the 

Latino population who depend on the program to access technology that can improve a 

“generational curse” of missed opportunities.27  Banning the distribution of free handsets or other 

telecommunications devices to the low-income individuals who qualify for Lifeline, or singling 

out Lifeline subscribers to pay more for their handsets even though they have demonstrated real 

financial need for subsidies for telecommunications, is not bridging the digital divide, but tearing 

it further apart. 

B. The Record Shows Lifeline Providers Oppose the Proposed Ban and Predict It Would Harm 
the Program 

 The record shows that Lifeline providers and representatives of the telecommunications 

industry also oppose the Commission’s proposed ban on ETCs offering free handsets to 

consumers.28 The proposed ban on handsets was opposed by TracFone Wireless, whose parent 

company América Móvil is the second most-active Lifeline provider, and accounts for a little 

over 25% of all low-income claims in the program; Smith Bagley, Inc., the sixth largest Lifeline 

provider; GCI Communications, another Lifeline provider; and CTIA, which represents all three 

of the previously-mentioned providers as well as the largest Lifeline provider, Sprint.29 Taken 

together, these four entities represent a strong front of opposition from the very providers who 

make Lifeline service possible. The entities representing wireless companies, in opposing the 

ban, highlight the many flaws with the Commission’s proposal—namely that it is unnecessary, 

                                                
27 Comments of NHMC at 4. 
28 Comments of TracFone, Comments of Smith Bagley; Comments of GCI, and Comments of CTIA, WC 
Docket No. 17-287, WC Docket No. 11-42, WC Docket No. 09-197 (Jan. 27, 2020) (“Comments of 
CTIA”).  
29 Universal Service Monitoring Report, CC Docket No. 96-45, WC Docket No. 02-6, WC Docket No. 
02-60, WC Docket No. 06-122, WC Docket No. 10-90, WC Docket No. 11-42, WC Docket No. 13-184, 
WC Docket No. 14-58 (2019), https://docs.fcc.gov/public/attachments/DOC-362272A1.pdf. 
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will worsen the digital divide, runs contrary to Commission precedent and the goals of the 

Lifeline program, and will harm their ability to offer Lifeline service to as many qualifying 

consumers as possible. 

 The Commission’s proposed plan to prohibit ETCs from offering free handsets is 

unnecessary and punishes qualifying low-income consumers rather than the Commission’s 

purported true target—bad actors in the private sector. As TracFone Wireless and Smith Bagley 

explain, the Commission’s adoption of the National Verifier in the 2016 Lifeline Modernization 

Order and its gradual implementation, addresses the concerns the Commission raises about fraud 

in the Lifeline program.30 OTI agrees and urges the Commission to reject this unnecessary ban 

on free handsets and instead focus on ensuring the National Verifier is fully implemented and as 

strong as possible. Further, TracFone argues that the proposed ban is particularly unnecessary 

due to new Commission rules “directed at the primary source of Lifeline fraud – Lifeline 

enrollment agents who use dubious means to maximize commission earnings by enrolling large 

numbers of customers whether [or] not those customers are Lifeline-eligible.”31 This argument 

reflects a common theme throughout this FNPRM—the Commission wrongfully imposes 

punishments on the very consumers the program ought to be serving, rather than tailoring 

solutions to stop the few bad actors who abuse the system.  

Further, none of the Commission’s stated concerns regarding fraud reflect a problem with 

the practice of providing free handsets to Lifeline subscribers which is a perk offered by 

participating companies to ensure the most effective use of the program subsidy. TracFone also 

notes that Commission precedent has protected the ability of carriers to offer free products.32 

                                                
30 Comments of TracFone at 2; Comments of Smith Bagley at 4-5; Comments of CTIA at 8-9. 
31 Comments of TracFone at 2. 
32 Comments of TracFone at 6.  
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OTI agrees with the important point, as raised by TracFone and GCI, that free handsets are 

frequently offered by providers both in the Lifeline context and outside of it and that it should 

not be precluded by the Commission.33 OTI agrees with TracFone that the practice of offering 

free handsets to qualifying Lifeline subscribers—as long as it is not subsidized by USF funds and 

goes only to qualifying subscribers—should be allowed, as it reflects the market reacting to 

consumer needs: “There are no rules prohibiting such inducements, nor should there be. One 

current example of such a free device offering is Sprint’s ongoing promotion widely advertised 

on television which invites consumers to ‘trade in’ their old iPhones (‘In ANY condition’) for a 

new iPhone 11, provided that they sign up for Sprint service. In that widely advertised 

promotion, Sprint is giving away brand new iPhones to consumers as an inducement to purchase 

Sprint service. Other wireless carriers have similarly offered free devices (sometimes multiple 

free devices) to consumers as part of their marketing strategies. In each such promotion, the 

carrier bears the cost of the free devices to incentivize consumers to select the carrier’s service. 

That is precisely what TracFone and other ETCs do when they offer free handsets to Lifeline-

eligible low-income consumers as an inducement to enroll in the ETC’s Lifeline program.”34 

 Lifeline providers and CTIA also attest to the fact that the Commission’s proposed ban 

on carriers offering free handsets would make it harder for qualifying consumers to use the 

Lifeline program to acquire necessary communications services, and thereby worsen the digital 

divide and contradict Congress’s intent of providing universal service. The cost of a device that 

can use broadband is a significant barrier to actually acquiring access to broadband and using it, 

and broadband-capable devices are particularly expensive compared to older generations of 

                                                
33 Comments of TracFone at 5-6 (Wireless carriers have been offering free devices to consumers as 
inducements to utilize those providers’ services for years. Virtually every wireless carrier has done so and 
continues to do so.”); Comments of GCI at 2.  
34 Comments of TracFone at 6. 
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cellular phones.35 As TracFone notes, this cost can be prohibitive for qualifying applicants to 

Lifeline without the offer of a free handset: “Retail prices for Android smartphones start at 

several hundred dollars per device. Even with a $9.25 monthly service subsidy, the prospect of 

having to pay out of pocket several hundred dollars or more for a BIAS-capable smartphone is an 

entry barrier that makes broadband service an unaffordable luxury to many low-income 

households. TracFone and other ETCs, unlike individual low-income consumers, are able to 

purchase smartphones in bulk at wholesale prices… If BIAS-capable devices are distributed in a 

manner that ensures only qualified, properly-enrolled consumers receive those devices, then 

allowing ETCs to bear the cost of those devices will encourage greater broadband adoption by 

low-income households without creating a risk of program fraud, and without burdening the 

Universal Service Fund.”36 CTIA notes that “minimum charge requirements, even on handsets, 

would make Lifeline less affordable for the lowest-income consumers who need it most.”37 OTI 

also agrees with GCI, which argues, “Requiring Lifeline-eligible customers to pay for their 

handsets could price customers out of Lifeline, contrary to Congress’s goal that ‘low-income 

consumers . . . should have access to telecommunications and information services.’”38 

V. Conclusion 

 The Commission must reject the proposals to prohibit ETCs from offering free handsets 

and to monitor Lifeline subscribers’ data usage. The Commission should heed the concerns 

raised in the record from a wide range of parties, abandon this item, and refocus its energy on 

                                                
35 Comments of TracFone at 4. 
36 Id. 
37 Comments of CTIA at 10.  
38 Comments of GCI at 3; 47 U.S.C. § 254(b)(3). 
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improving participation in the Lifeline program and protecting the privacy and digital security of 

its participants.  
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