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The Honorable John Thune The Honorable Brian Schatz

Chairman, Subcommittee on Ranking Member, Subcommittee on
Communications, Technology Communications, Technology,
Innovation, and the Internet Innovation, and the Internet

Senate Committee on Commerce, Senate Committee on Commerce,
Science, and Transportation Science, and Transportation

512 Dirksen Senate Office Building 512 Dirksen Senate Office Building
Washington, DC 20510 Washington, DC 20510

The Honorable Roger Wicker The Honorable Maria Cantwell
Chairman, Senate Committee on Ranking Member, Senate Committee on
Commerce, Science, and Transportation Commerce, Science, and Transportation
512 Dirksen Senate Office Building 512 Dirksen Senate Office Building
Washington, DC 20510 Washington, DC 20510

Dear Senators Thune, Schatz, Wicker and Cantwell:

New America’s Open Technology Institute (OTI) appreciates the opportunity to submit a
statement for the record for the hearing entitled, “The PACT Act and Section 230: The Impact of
the Law that Helped Create the Internet and an Examination of Proposed Reforms for Today’s
Online World,” being held by the Subcommittee on Communications, Technology, Innovation,
and the Internet. OTI works at the intersection of technology and policy to ensure that every
community has equitable access to digital technologies that are open and secure, and their
benefits. We support and defend the right to privacy and freedom of expression, and press
internet platforms to provide greater transparency and accountability around their operations,
technologies, and impacts.

In recent weeks, there have been a number of proposals seeking to amend Section 230 of
the Communications Decency Act, the law that provides that platforms cannot be held liable for
user-generated content and also provides a safe harbor for companies to choose to moderate
content and make decisions about what content to permit on their sites. Historically, Section 230
has played a critical role in safeguarding free expressions for users, and the application and scope
of the law has relied on judicial interpretation given the fast-paced evolution of digital platforms
since the time of the law’s origination. Most of the proposed bills introduced to date would



eviscerate the free expression protections provided by Section 230. If Congress seeks to amend
Section 230, it is critical that any modifications to the law be precise to accomodate an
ever-changing digital environment, and carefully crafted to ensure that Section 230 continues to
provide necessary protections for free expression online. Any amendments to Section 230 will
not only impact content moderation practices, but also protections around online expression.

As policymakers and stakeholders seek to find the balance between supporting
innovation and holding platforms accountable, the Platform Accountability and Consumer
Transparency (PACT) Act is a significant improvement over the other Section 230 bills. We
commend the bill’s authors on seeking to codify important consumer protections in the digital
space. OTI supports a number of provisions in the bill, as well as the intentions behind the
drafting, but is concerned that other provisions should be amended to ensure adequate safeguards
for free expression. Namely, while the bill includes strong transparency requirements, the carve
out from Section 230 is too broad to maintain adequate safeguards for user expression online,
and more consideration is needed around the potential consequences of the bill’s procedural
requirements and potential implications of empowering federal agency actors to enforce civil
actions.

The PACT Act contains important transparency and accountability measures.

OTI supports the bill’s intent to require greater transparency and accountability around
content moderation practices from internet platforms. OTI has been a longstanding advocate for
transparency and accountability in this regard. In October 2018, we published a Transparency
Reporting Toolkit focused on content takedowns which evaluates how 35 global internet and
telecommunications companies are currently reporting on content takedown efforts through their
transparency reports, and makes recommendations on how these reports can be made more
meaningful and granular.' In addition, OTI is one of the original authors of the Santa Clara
Principles on Transparency and Accountability in Content Moderation which outlines minimum
levels of transparency and accountability that internet platforms should meet.? Finally, OTI has
published four reports which outline how internet platforms can promote greater fairness,
accountability, and transparency around the use of algorithmic decision-making in content
moderation and content curation processes.’

' Spandana Singh and Kevin Bankston, The Transparency Reporting Toolkit: Content Takedown
Reporting,
https://www.newamerica.org/oti/reports/transparency-reporting-toolkit-content-takedown-reporting/.
2"The Santa Clara Principles On Transparency and Accountability in Content Moderation," The Santa
Clara Principles, last modified May 7, 2018, https://santaclaraprinciples.org/.

3 Spandana Singh, "Holding Platforms Accountable: Online Speech in the Age of Algorithms," New
America's Open Technology Institute,
https://www.newamerica.org/oti/reports/report-series-content-shaping-modern-era/.



https://www.newamerica.org/oti/reports/transparency-reporting-toolkit-content-takedown-reporting/
https://santaclaraprinciples.org/
https://www.newamerica.org/oti/reports/report-series-content-shaping-modern-era/

OTI welcomes the transparency provisions in the bill to require greater accountability
around companies’ content moderation efforts. In particular, we support the provisions that
would require platforms to publish detailed and consistent transparency reports that outline the
impact of processes such as Terms of Service-based content moderation and appeals. These
provisions are in line with some of the foundational recommendations OTI has put forth in our
past work. In addition, we believe that the bill could do more to require transparency and
accountability from platforms. In particular, the bill should require platforms to report more
granular data around how much content and how many accounts individuals and entities such as
Trusted Flaggers and Internet Referral Units have flagged to the company. Further, the bill
should require that when reporting on content moderation enforcement actions in their
transparency reports, platforms, at a minimum, disaggregate data related to content removals
from data related to content curation processes such as labeling and deprioritizing. There is
currently little transparency around how internet platforms use these algorithmic curation
practices and what impact they have on online expression.

The bill’s Section 230 carve out is too broad to ensure adequate user protections; lacks
critical details around court order content and appeals; and would establish potential user
data privacy concerns.

Section 6 of the bill requires interactive computer services to take down “illegal content
or illegal activity” within 24 hours of receiving notice and 14 days after receiving notice of
“potentially policy-violating content.” Per the bill’s procedural regime, content or activity is
deemed illegal by a federal or state court order, and one of the elements in deeming the service to
have received notice is for the service to have received a copy of such order. For content or
activity that is potentially policy-violating, the service is deemed to receive notice from any
mechanism it establishes, including the mandated creation of a call center where representatives
can take in complaints. Additionally, the bill creates an exception for small business providers.
While the intention behind establishing strict timelines and a carve out for smaller competitors in
the digital space is admirable, the carve out from Section 230’s protections is too broad to ensure
safeguards for free expression online.

The strict response timelines for interactive computer services, and especially the bill’s
requirement that companies must remove illegal content within 24 hours of receiving notice of
certain content, would incentivize platforms to over-censor user content. Such time-bound
restrictions have been implemented in other legislation around the world, such as in Germany’s
Network Enforcement Act, which also has a 24 hour time restriction on removing such content.
As we have outlined before, these forms of regulation place undue pressure on companies to



remove content quickly or face liability, thereby creating strong incentives for them to err on the
side of broad censorship.*

The bill’s exception for not requiring notice or an opportunity to appeal to the offending
content provider if the service “is unable to contact the information content provider after taking
reasonable steps to do so” is also troublesome. Impacted users must always have access to both
meaningful notice and a robust appeals process. Typically, when a company offers notice and
appeals, it is through a built-in system or via email when a user’s account has been suspended.
The exception raises questions around what happens when a user does not respond to a notice of
moderation from a company within a particular time frame. This is concerning because it could
strip users of the right to appeal, an important platform-established remedy mechanism and
because “reasonable steps” is never clearly defined.

Further, although we appreciate the bill’s notice and takedown approach and its statement
that platforms are not required to actively monitor all content on all their services, Section 6 is
not narrowly tailored so as to maintain safeguards for free expression. While the bill would
require a user to obtain a court order to establish the illegal nature of content or activity, many
more details are needed around the court order process that incorporates the anonymous nature of
the online world. For example, the bill does not spell out whether default judgments are
considered valid court orders. If this is a possibility, then default judgements will lead to content
takedown mandates regardless of whether such takedowns are actually appropriate. This is
concerning because users could seek default judgements to remove content they do not agree
with. Relatedly, the court order process, without more details, opens up the possibility of
frivolous and fraudulent claims. Further, since the bill does not confirm whether the court order
must be a final judgement, platforms will have to decide which judicial orders are legitimate.
Court orders are often appealed and in some cases overturned or reversed. The bill is unclear on
how these types of cases should be handled and whether platforms must remove content if a
court order is under review or whether they must restore deleted content that has been ruled legal
by a higher court. The bill should clarify and narrowly define which court orders count and how
platforms should address open cases. Otherwise, platforms will likely take down more content to
avoid potential liability.

One underlying concern with the timeline restrictions and court order process lacking
details is that the bill is implicitly encouraging companies to police more content on their
platforms. While the bill explicitly states that monitoring or affirmative fact-seeking is not

4 Spandana Singh, Everything in Moderation: An Analysis of How Internet Platforms Are Using Artificial
Intelligence to Moderate User-Generated Content, July 22, 2019,
https://www.newamerica.org/oti/reports/everything-moderation-analysis-how-internet-platforms-are-using-
artificial-intelligence-moderate-user-generated-content/.
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required, without more detailed provisions around the two areas outlined, the result will be
platforms dedicating more resources to placing prior restraints on expression to avoid litigation
without Section 230 immunity.

Finally, the bill mandates that non-small business providers establish call centers with
live representatives to intake complaints around potentially policy-violating content. However,
there are no further details as to what user information or data the representative will have access
to during a call, whether these representatives will have any enforcement capabilities, nor any
specifications on the use limitations, storage time restrictions, or consumer protections that users
retain as a result of calling to lodge a complaint. It remains unclear whether the bill’s intent is for
the call center to be the main recipient of user complaints and without a clearer understanding of
this provision’s intent, small business providers may face a substantial burden. The committee
should consider reviewing the call center provision, as written, to ensure that the bill’s positive
intent is not overshadowed by negative consequences on users.

The bill’s removal of Section 230 immunity from federal agency enforcement of civil
actions raises many unanswered questions.

The bill would remove all Section 230 protections from interactive computer services
against enforcement by the federal government of any federal civil statute. While the bill’s
authors have explicitly stated this provision is not meant to empower federal agencies to police
online content, there is room for more discussion on what civil statutes have gone unenforced
due to the Section 230 shield or what pervasive issues exist in the digital space that the bill is
seeking to address. Without more specificity on what civil statutes’ should be enforced, there is a
significant risk that platforms will take down more content by users to avoid defending lawsuits
brought by the federal government. This result could have severe consequences on the freedom
of expression by users online and potentially hold platforms victim to the political whims of
appointed agency heads. This unprecedented provision could also yield other unforeseen
consequences without more detail.

Conclusion

OTI commends the bill’s authors for beginning a serious conversation about protecting
users and holding digital platforms accountable with the introduction of the PACT Act. While
the bill contains transparency and accountability measures that OTI supports, we are concerned
about the bill’s broad Section 230 carve out; gaps in critical details around court order content
and appeals; as well as, missing protections around data privacy stemming from the mandated
creation of call centers. Finally, the bill’s removal of Section 230 immunity from federal agency
enforcement of civil actions also raises many unanswered questions. Ultimately, this bill is an



important step and we look forward to working with the bill’s authors and this committee on
addressing the outlined concerns.

Thank you again for the opportunity to provide this statement for the hearing record.

Sincerely,
Spandana Sins /%64”
Spandana Singh Koustubh “K.J.” Bagchi
Policy Analyst Senior Policy Counsel



